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Gigamon: 
A Trusted and Innovative Market Leader

The World Runs on Gigamon
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Gigamon innovation; Reduce complexities, provide visibility

Complexity à Blind Spots, Cost, Inflexibility Visibility à Security, Efficiency, Agility
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Customer Traffic and Cost Savings



Any Workload in Any Hybrid Cloud Infrastructure

Public Cloud Data Center
/On-Prem

Private Cloud Hybrid Cloud

Any Security and Monitoring Solution

IPSNDR IoT Sec WAFDLP NPM ObservabilityAPM SIEM

Access TransformBroker Enrich

Key Pipeline Benefits

1. Single access: Physical, virtual, 
containerized traffic

2. Unmatched insights: Intelligence 
extraction

3. Single source of truth: Security, 
performance, and intelligence 

4. Cost Savings: Massive signal-to-noise 
improvement of data to tools

Everything is becoming interconnected: OT & IT, on-prem, hybrid cloud
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Visibility into containers, East – West Lateral movement
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• Gigamon sits between the OT business network, 
manufacturing, process network and tools, such as Nozomi
Networks, to provide visibility regardless of medium 
(physical, virtual, cloud) and including east- west traffic. 

PROTECT YOUR OT WITH GIGAMON AND NOZOMI 
NETWORKS 

• The Gigamon optional unidirectional taps ensure that OT 
product traffic is not negatively impacted

• No matter where your device traffic is coming from, 
including wireless sources for remote devices, Gigamon
ensures no blind spots across your network. This even
includes visibility into identity and access management 
activity to further ensure fundamental security

• Availability is mandatory for OT production networks. The 
Gigamon active/passive taps and inline bypass provide fail-
open capability to ensure constant availability, including
when maintenance may be required on security tools



Strengthening Observability and SIEM with Network Intelligence
MANAGED HOSTS

Devices
VMs
Containers

Network-Derived 
Intelligence

Internet

UNMANAGED HOSTS

Devices
VMs
Instances

IoT
Containers

Metrics, Events, 
Logs, Traces

Network 
MetadataVirtual TAP or Native Packet Mirror

&

New Use Cases Across All Hosts for:

Vulnerability Detection
• Use of non-standard ports; port spoofing
• Encryption vulnerabilities; self-signed certificates, soon to 

expire certs, weak ciphers
• Rogue activities; gaming servers and cryptocurrency mining

Troubleshooting
• On-prem and multi-cloud network performance; app 

response perf. vs. network

&

Agent

Agent
On-Prem
Network

Public Cloud
Network

Events
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Private & Public Cloud Visibility



Integrate Gigamon Into Your Ecosystem Opportunities
Optimize over 130 tools across your partners hybrid environments

AWS/Azure Crowdstrike New RelicFortinet VMware

Palo Alto SplunkVisibility & Analytics Fabric

Partner Services

NetOps | CloudOps/Cloud Architects | DevOps/APM/Observability | InfoSec

Customer Stakeholders
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Customer Case Study: Large Australian Electrical Utility



11

Customer Case Study: Land Bank Philippines



Gigamon Architecture



Cloud
Suite

SSL/TLS Decrypt

Deduplication Header StrippingAdv. Flow Slicing App Filtering Flow Mapping

Masking

HC SeriesV Series

Universal Cloud Tap G-TAP TA Series

Sampling 5G/GTP Correlation

Port Labeling

JSON Translation

Tools Integration

Load Balancing

Tunneling

Inline Bypass

Clustering

GigaStreamMetadata Enrichment

UCT

Metadata Packets

Transform

Broker

Access

Optimize

Secure Tunneling

Stream IPFIX, CEF, Kafka

GigaVUE OS

Deep Packet Insp.

Bridging Teams, Tools and Telemetry

DevOps CloudOps DevSecOps SecOps NetOps



How Gigamon Improves Efficiency of Monitoring Tools

TRAFFIC REDUCTION TOOLS HELPED

1. DE-DUPLICATION

• Duplicate packets represent more than 50% of network
traffic

• Gigamon removes the need for existing tools to
process duplicate packets – increasing performance
and freeing up tool capacity.

50%

• IDS
• NPM
• APM
• DLP
• Forensics
• NDR

2. APPLICATION FILTERING

• Gigamon gives you the power to direct specific
application flows to only the tools that need to see
them.

• By removing irrelevant or low-risk application traffic
such as video streams, antivirus pushes, and
Windows updates, you’ll increase tool efficiency and
effectiveness.

50%

• IDS
• NPM
• APM
• DLP
• Forensics
• NDR

3. FLOW MAPPING

• Gigamon allows mapping of specific traffic flows, from
specific TCP ports, while filtering out the rest

• Gigamon customers have seen 20–30 percent traffic
reduction to their tools after applying Flow Mapping.

25%

• IDS
• NPM
• APM
• DLP
• Forensics
• NDR

4. ADVANCED FLOW SLICING

• Gigamon eliminates bandwidth issues and processing
burden by slicing payloads and packets from long data
flows.

• You can decide to forward just the first set of packets
in the flow, then slice or drop the rest — reducing
traffic by up to 60 percent.

90%

• IDS
• NPM
• APM
• DLP
• Forensics
• NDR

Through our patented traffic-reduction capabilities, such as Flow Mapping®, De-Duplication, Advanced
Flow Slicing, and Application Filtering Intelligence, Gigamon can dramatically streamline traffic going to tools

without compromising data fidelity.



How Gigamon Deep Observability Pipeline is 
Deployed in Zero Trust Architecture



Evolving Approaches to Zero Trust
12 Years and Counting

Original Kindervag
Paper (2010)

NIST SP 800-207 (2020) CISA ZT Maturity Model 
(2021)

DoD ZTA Reference
Architecture v2.0 (2022)
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“Packets”

Deep Observability

Observability

immutable
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What is Deep Observability?
Recommendation: Logging + Agent + Deep Observability

Blast Radius



NIST SP 800-207, Section 3.4.1(3) “Network Requirements to Support ZTA”, page 21

Network Visibility is Already in the 
Standards

“The enterprise can observe all network traffic. The enterprise records packets seen on 
the data plane, even if it is not be [sic] able to perform application layer inspection (i.e., 
OSI layer 7) on all packets. The enterprise filters out metadata about the connection
(e.g., destination, time, device identity) to dynamically update policies and inform the PE 
as it evaluates access requests.”



+ AI/ML approaches to anomaly detection are very important
▸ Detecting anomalies is much easier if data from multiple environments all 

looks the same (does not need normalization)

▸ Processed into metadata by Gigamon’s GigaSMART Application 
Metadata Intelligence, AI/ML detection of threats is massively 
accelerated AI/ML algorithms

+ It is much harder for an attacker to avoid detection with 
deep observability present

+ Deep Observability gives you the ability to selectively 
decrypt SSL/TLS with Gigamon’s Inline SSL Decryption

+ Supply chain attacks and highly sophisticated threats like 
implants are invisible to logging and EDR, but will be seen by 
Deep Observability

Deep Observability Makes Threat Detection More Powerful
Shining a Light on Threats
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Visibility into containers, East – West Lateral movement



+ Network traffic is common across all environments:
▸ Multi-public cloud

▸ Private clouds

▸ On-prem

+ Supports devices which cannot run EDR (or even do 
logging):
▸ Legacy compute (mainframes)

▸ IoT/OT/ICS/SCADA etc.

▸ BYOD

+ How can you collect network traffic from all of these 
locations: Gigamon

Deep Observability Simplifies Zero Trust



22

Customer Case Study: US Department of Defense



Q&A
Thank You
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Network TAP Description
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